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Data Processing Agreement Review
The agreements that should exist, the ones that do, and the gap between them.

	Deploy before you need them.



How to use this template
Download a copy. Share it with your team independently — don’t fill it in together. Compare answers. The diagnostic value comes from the gaps between what different people think is true.
Time required: 20–40 minutes per person. Then an hour of team discussion comparing answers.

Respondent
	Name:
	Role / Title:

	Organisation:
	Date:

	Project / Area:
	



A. Agreement Inventory
Establish what data processing agreements exist and whether they’re current.
Q1. How many third parties process personal data on your behalf?
Include cloud providers, SaaS platforms, outsourced services, analytics tools. The real number is usually higher than you think.
	Your response


Q2. Do you have a signed DPA with each of them?
Not a privacy policy on their website — a signed, bilateral data processing agreement.
	Your response


Q3. When were your DPAs last reviewed against current data flows?
Data flows change. Vendors change sub-processors. Your DPAs should reflect what’s actually happening.
	Your response


Q4. Do your DPAs cover cross-border data transfers?
If data leaves your jurisdiction, the legal basis for transfer should be documented.
	Your response


B. Content & Coverage
Q5. Do your DPAs specify the purpose and duration of processing?
Generic “to provide services” isn’t sufficient under most modern privacy laws.
	Your response


Q6. Do they include sub-processor notification and approval rights?
Can your vendor bring in a new sub-processor without telling you?
	Your response


Q7. Do they cover data breach notification obligations?
Timeframes, contact details, scope of notification. Does it match your incident response plan?
	Your response


Q8. Do they include data deletion or return provisions?
What happens to your data when the agreement ends? Is this actually enforceable?
	Your response


C. Operational Reality
Q9. Who in your organisation is responsible for managing DPAs?
If the answer is “no one specifically,” that’s your first finding.
	Your response


Q10. Are your data processing records (Article 30 or equivalent) current?
Do they match the DPAs? Do they match the actual data flows?
	Your response


Q11. What happens when you onboard a new vendor — is a DPA part of the process?
Or does procurement happen first and the DPA comes later (or never)?
	Your response


Q12. Have you ever had to invoke a DPA provision?
Data breach, subject access request, vendor dispute. If so, did the agreement hold up?
	Your response



D. Summary
Q13. What is your overall confidence in DPA coverage? Score /10.
	Your response


Q14. What are the top three findings from this review?
	Your response


Q15. What needs to happen in the next 30 days?
	Your response




THE HONEST BIT
This template is a diagnostic starting point — not legal advice, not compliance certification, not a substitute for qualified professional guidance. If it surfaces something serious, get proper help. Talk to your lawyer. Talk to someone who carries professional indemnity insurance and knows your jurisdiction. Nothing here creates a client relationship, an advisory engagement, or a duty of care. You’re a grown-up. You downloaded a template. What you do next is on you.
Progress over perfection — but not recklessness over common sense.
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