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Security Policy Snapshot
The boring stuff that survives screenshots — and the stuff that’s usually missing or three years out of date.

	Deploy before you need them.



How to use this template
Download a copy. Share it with your team independently — don’t fill it in together. Compare answers. The diagnostic value comes from the gaps between what different people think is true.
Time required: 20–40 minutes per person. Then an hour of team discussion comparing answers.

Respondent
	Name:
	Role / Title:

	Organisation:
	Date:

	Project / Area:
	



A. Policy Currency
Establish whether your security documentation reflects the world you’re actually operating in.
Q1. Do you have a current, documented information security policy?
Not “we have one somewhere” — is it current, approved, and accessible to the people who need it?
	Your response


Q2. When was it last reviewed and by whom?
Date, author, approval authority. If you can’t answer this in under 30 seconds, that’s your first finding.
	Your response


Q3. What regulatory or threat landscape changes have occurred since the last review?
EU directives, APRA updates, privacy law changes, new threat categories.
	Your response


Q4. Does the policy cover cloud, remote work, and third-party access?
If the policy was written before 2020, it probably doesn’t reflect how you actually work now.
	Your response


B. Incident Response
Q5. Do you have a documented incident response plan?
Not a page in the security policy — a plan. With roles, escalation paths, and communication templates.
	Your response


Q6. When was it last tested?
Tabletop exercise, simulation, or actual incident. If never, that’s a finding.
	Your response


Q7. Who is the responsible person for security incidents, and does everyone know who they are?
Name them. If you have to look it up, so does everyone else.
	Your response


Q8. What happened in your last security incident, and what changed as a result?
If nothing changed, either the response was perfect or the lessons weren’t captured.
	Your response


C. Access & Authentication
Q9. How is access to critical systems managed?
Who approves access? How is it revoked when someone leaves? When was this last audited?
	Your response


Q10. Is multi-factor authentication enforced across all critical systems?
Not “available” — enforced. Including admin accounts, VPN, and cloud platforms.
	Your response


Q11. When did you last review who has access to what?
Stale access rights are one of the most common findings in security audits.
	Your response


D. Vendor & Third-Party Security
These questions also work when handed to your vendors directly.
Q12. Do your vendors have documented security policies?
Have you seen them? Or do you just have a tick-box in a procurement form?
	Your response


Q13. How do you assess and monitor third-party security posture?
At onboarding only? Annually? Continuously? Or not at all?
	Your response


Q14. What happens if a vendor has a security incident that affects your data?
Is this documented in the contract? In the incident response plan? Or nowhere?
	Your response



E. Summary
Q15. What is your overall confidence in the security posture? Score /10.
	Your response


Q16. What are the top three findings from this snapshot?
	Your response


Q17. What needs to happen in the next 30 days?
	Your response




THE HONEST BIT
This template is a diagnostic starting point — not legal advice, not compliance certification, not a substitute for qualified professional guidance. If it surfaces something serious, get proper help. Talk to your lawyer. Talk to someone who carries professional indemnity insurance and knows your jurisdiction. Nothing here creates a client relationship, an advisory engagement, or a duty of care. You’re a grown-up. You downloaded a template. What you do next is on you.
Progress over perfection — but not recklessness over common sense.
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